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I-INTELLIGENCE

OPEN SOURCE INTELLIGENCE

TOOLS AND RESOURCES HANDBOOK

Social Media Tools: VKontakte

Aezeptup
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Find Face
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SnRadar

Spotlight

Target Hunter
Target Log

VK5

VK Community Search
VK Parser

VK People Search
VK to RSS Appspot

vMetaDate

http://vk.com/app3046467
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http://findface.ru
http://depu.ru/vk_repost_tree.php
http://socialstats.ru
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http://spotlight.svezet.ru
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http://vk5.citydme.com
http://vk.com/communities
http://vkparser.ru
http://vk.com/people
http://vk-to-rss.appspot.com

https://gist.github.com/cryptolok/8a023875b47e20bc5e64b
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VK?

Wikileaks"”?

The Hidden

Wiki"?

Freenet?

Torch?

YCTPOMCTBO MHTEPHETA

Deep Web

Non-Indexable and
non-searchable content

Dark Web

Content accessible via
specific software or/and
hardware

Academic databases

Medical records

Financial records

Legal documents

Some scientific reports
Some government reports
Subscription only information
Some organization-specific
repositories

TOR

Political protest

Drug trafficking

and other illegal activities

Coursera”

Achan”
207

The Pirate
Bay”?

96%

of content on the
Web (estimated)

Wikipedia?
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Crawler-based
search engine

Web directories

Meta search

CxeMa pa6OTbI
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Github, GitLab, Bitbucket

Merge: 84fabbe 6a26afa
Author: John Hammond <johnhammond@1@@gmail.com>
Date: Sat Jun 8 11:56:59 2019 -0400

Merge pull request #4 from Prodicode/patch-1
Added Steganography Online
commit 84fabbe948d608889bc3636248cffa3al3baaa578
Merge: d3d50b4 f500f15
Author: John Hammond <johnhammond@10@gmail.com>
Date: Sat Jun 8 11:56:41 2019 -0400
Merge pull request #6 from Abemarkar23/patch-1

added a website for cryptography



| loYThl

V “ ‘ Y ©@mail.ru

emallrep.io mostwantedhf.info  email2phonenumber

@lastdmailbot searchmy.bio


https://github.com/martinvigo/email2phonenumber

YTeykn

@Smart_SearchBot @mailsearchbot @shi_ver bot

@info_lbaza_bot leakedsource.ru



BoccTaHoBeHne OocTyra

Y C6poc naponsi Pycckuin ~

HanauTte cBoto y4€THYIO 3anucb B TBUTTEpE He yaaeron solimi?

Ykaxute agpec SﬂeKTpOHHOIZ noYTbl, HOMep Tel'lerOHa UM UMA Nonb3oBaTens.

OTNpaBuTb CCbISIKY Ha BXOA,

Co3paTb HOBbIW aKKayHT
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Bonblue kak 3ameTka.

Bbino 3apgaHune, ycnoBHoe 3agaHne HanTn HopMauuio 0 Cry4yanHoOM YenoBeke, 3Hast ero HUK 4onyCTUM.

N cobpatb nHhopmaumo 0 KoMNaHU.

CobcTBEHHO, UckaTb MHAY S N610, HO HA TOT MOMEHT YTO-TO JiIeHb 6bI110, Ta Kak He 6bl10 Kakon-To Lenv nnm ocobo
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Making Everythmg Easier!”

CompeﬂﬂVe OPEN SOURCE

Intelligencé  INTELLIGENCE
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D‘ ;MM'I EE lS RESOURCES FOR SEARCHING AND
ANALYZING ONLINE INFORMATION

SIXTH EDITION

- Stop guessing and start making
well-informed business decisions

Jim Underwood

Professor, bestselling author, and

consultant to Fortune 500 companies f i
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GOOGLE HACKING FOR
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THIRD EOMION

—Kevin Mitnick,
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The Art of Human Hacking
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CHRISTOPHER HADNAGY



AieH Ilec
HCKYCCTBO
PA3BE/IKN

H

UCKYCCTBO
BbITb
HEBUOAWMbBIM

KAK COXPAHUTbH
NMPUBATHOCTb
B 3rNoxy

BTepxeHue




Bonpocbl?




Cnacumbo 3a BHMaHne!

v

FPandora Lewandowsk]
SFTO
@the _etermal_insomnia



